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Introduction
What’s happened about my site? 

What’s Web Security?  
Why Web Security?  

How to do Web Security? 

Web Vulnerability Scanner Tools?



Topics Today
Server Information robots.txt, phpinfo(),  
Directory Listing, .git 

Web Session & Cookies Management  

Command Injection 

File Upload, PHP Shell (b374k, c99, r57) 

Default Setting phpMyAdmin 

SQL Injection 

Cross-Site Scripting (XSS) 

Web Vulnerability Scanner Tools



Server Information

# nmap -A tonblog.com
# ./nikto.pl -h http://tonblog.com
robots.txt
phpinfo.php
.git



Web Session &  
Cookies Management



Command Injection



SQL Injection



File Upload



Cross-Site Scripting (XSS)

<script>alert(‘H’);</script>
search.php:

<?php echo "Your query: 
$_GET['query'] returned $num 

results." ?>



Web Vulnerability  
Scanner Tools

Tools  

• Nmap 

• Nikto 

• Acunetix 

• Sqlmap 

• Metasploit 

• Kali Linux



Thanks :) 
EGG Digital. 

http://webblaze.cs.berkeley.edu  
http://highscalability.com  

http://hitcon.org  
http://packetstormsecurity.com  

http://zone-h.org  
http://www.exploit-db.com  
https://www.hackthis.co.uk 





Contact Us
My Blog: http://ton.packetlove.com/blog/  

FB: https://www.facebook.com/pornpasok  

E-Mail: ton@packetlove.com 

Mobile: +66868885195 
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